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1. Firewallinstallation and setup

I am downloading a software-based firewall named “OPNsense” for this task. Following are the steps to
download it:

e Gotothe official site of OPNsense.
https://opnsense.org/download/

e Selectsystem architecture: amd64, image type: dvd and mirror location: LeaseWeb. Then click on
download.

(2] opisense :
While down‘loading.‘ ) e P e Gnatian
Please consider a small donation. g

Fast download selector

System architecture. Select the image type Mirror Location2

amd64 dvd LeaseWeb
dvd: ISO installer image with live system OPNsense can be downloaded from a
capabilities running in VGA mode. On large range of mirrors located in
amd64, UEFI boot is supported as well. different countries, you may want to

select the fastest options for your

Download OPNsense® location.

Starting Wazuh fAgent: Z025-08-11 07 :46:26 wazuh-syscheckd: WARNING: The check_un
ixaudit option is deprecated in favor of the SCA module.
SUCCESSE

*x#% [OPNsense.internal: OFNsense 25.7.1 1 (amdb64) e

LAN (eml) -» wd: 192.168.80.2-24
WAN (emO) -» wisDHCP4: 192.168.1.10-24

HTTFS: shaZ56 9a fn4 ?7 FB CZ F© 76 BB FF E0 Z3 8D 6D EB 1E DE
16 4E 72 Z0 Fn 69 84 DE 91 16 09 F2 5F 9B 3Z SE
35H: SHAZ56 XUFU jRZcinspWFG=QnHiEqUBPgBalJdkLnDf ¥ 21u+B (ECDSA)
38H: SHRZ56 k7eQ3IP9UduS4Z2JZATChar S0Xm+cbUPpdUbeusndljgs (EDZ5519)
SHAZ56 sxKk j jUcIBYbAf IUbAGD jUuInBNxME8g70o0HUL IhXF 1E (RSA)

Logout Fing host

fAssign interfaces Shell

Set interface IP address pfTop

Reset the root passuword Firewall log

Reset to factory defaults Reload all serwvices
Power off system Update from console
Reboot =system Restore a backup

Enter an option: [J

e Now, we have to set the interfaces and IP addresses.
e Type 1 and press enter.

e Setinterfaces:
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For WAN interface emO For
LANinterfaceeml

Now you can access the web GUI using LAN IP.

Firewall is now successfully installed.

2. Setting up the firewall:
2.1 Installing required Plugins on Firewall:
To install them, follow the steps below:
e Go to system -> firmware -> plugins.

e Search squid and download os-squid plugin.

e Search clamav and download os-clamav plugin.

e Search c-icap and download os-c-icap plugin.

' . OPNsense’ < root@OPNsense.intemal @ = Q
D Lobby
@ Reporting System: Firmware
= System
Access m Status  Settings  Changelog ~ Updates | Plugins | Packages
Configuration D Name Version  Size Tier Repository  Comment O Show community plugins
Firmware ]
os-c-icap (installed) 19 S0.0KB 3  OPNsense c-icap connects the web proxy with a virus scanner e
Status
Settings os-clamav (installed) 181 477KB 3 OPNsense Antivirus engine for detecting malicious threats oa
Changelog os-squid (installed) 123 296KiB 3 OPNsense Squid is a caching proxy for the web oo
e os-wazuh-agent (installed) 121 409KiB 3 OPNsense Agent for the open source security platform Wazuh ed
Plugins.
os-cpu-microcode-amd 11 5048 2 OPNsense  AMDCPU microcode updates o+
Packages
Reporter os-cpu-microcode-intel 11 5088 2 OPNsense Intel CPU microcode updates e +
LogFile os-debug 17 563KB 2  OPNsense  Debugging Tools o+
SHETEp 7 Saadechu L eSTCE 2 OPliene  Decico barduzic cpecifcinoration S

e After downloading, these plugins will be available in services tab.

l . OPNsense’ < root@OPNsense.internal @ @ Q
Lobby .
Reporting System: Firmware
System
Interfaces Status Settings Changelog Updates Plugins Packages
Firewall Name Version  Size Tier Repository Comment ) Show community plugins
os-c-icap (installed) 19 50.0KiB 3 OPNsense c-icap connects the web proxy with a virus scanner [: 3}
Services
cicap ® os-clamav (installed) 181 47.7KiB 3 OPNsense  Antivirus engine for detecting malicious threats [: 3}
Captive Portal 4 os-squid (installed) 123 296KiB 3 OPNsense  Squid is a caching proxy for the web [ 3]
ClamaAv %] os-wazuh-agent (installed) 121 40.9KiB 3 OPNsense  Agent for the open source security platform Wazuh [ 3N}
DHCRelay os-cpu-microcode-amd 11 5048 2 OPNsense  AMD CPU microcode updates o +
Dnsmasg DNS &DHCP ® os-cpu-microcode-intel 11 5088 2  OPNsense Intel CPU microcode updates o+
Intrusion Detection L J
os-debug 17 563KiB 2  OPNsense  Debugging Tools o +
ISC DHCPv4
1SCDHCRYS os-dec-hw 113 6.87KIB 2  OPNsense  Deciso hardware specificinformation o +
Kea DHCP os-etpro-telemetry 175 503KiB 2  OPNsense ET Pro Telemetry Edition o +
Menit > os-frr 146 331KiB 2 OPNsense The FRRouting Protocol Suite o +
Network Time C] os-gdrive-backup 1.0 18.7KiB 2 OPNsense  Backup configurations using Google Drive o +
OpenDNS ® os-git-backup 1.0_3 14.2KiB 2 OPNsense Track config changes using git o +
Squid Web Proxy ¥
os-openvpn-legacy 1.0 157TKiB 2 OPNsense OpenVPN legacy support e +
Unbound DNS ®
os-relayd 292 143KiB 2 OPNsense  Relayd Load Balancer +
Wazuh Agent > Ve - y °
¥ os-sftp-backup 112 13.5KiB 2 OPNsense Backup configurations using SFTP e +
® Help os-strongswan-legacy 1.0 120KiB 2 OPNsense IPsec legacy support e +
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2.2 Configuring c-icap:

e Gotoservice->c-icap ->configuration.
e Clickongeneral.

e Enablec-icapservices, access logging and use c-icap with local squid.

root@OPNsense.internal @ Q
Services: C-ICAP: Configuration
General Antivirus
full help @

O Enable c-icap service
O Timeout 300
@ Max keepalive requests 100
@ Max keepalive timeout 600
@ Start servers 3
O Max servers 10
@ Min spare threads 10
@ Max spare threads 20
@ Threads per child 10
@ Max requests per child o
@ Listen address a1
@ serveradmin
O servemame
@ Enable access logging
@ Use c-icap with local squid

e Clickon antivirus and enable ClamAV. Then save it.
Services: C-ICAP: Configuration

General Antivirus

full help

© Enable ClamAV

© scan forfiletypes Text files, Binary files, Executables, Archives, GIF 2+

Oce Al

© send percentage data -

© start send percentage data M

@ Allow 204 responses

@ Pass on error O

© Max object size 5M
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2.3 Configuring ClamAV:
e Gotoservices->ClamAV ->configuration.
e Download signatures. It will take several minutes. After downloading, you can verify it by
clicking on versions tab.
Services: ClamAV: Configuration
General Signatures Versions
© ClamaV engine version 1.4.3
© main version 62, sigs: 6647427, built on Thu Sep 16 12:32:42 2021
O daily version 27752, sigs: 2076440, built on Wed Sep 3 08:27:25 2025
@ bytecode version 336, sigs: 83, built on Mon Mar 24 19:29:20 2025
© Total number of signatures 8723950
e Thenclickongeneral and enable clamd service, freshclam service, TCP port.
Services: ClamAV: Configuration
General Signatures Versions
full help @
© Enable clamd service
@ Enable freshclam service
@ Enable TCP port
© Maximum number of threads running 10
(5 ] Maximum number of queued items 100
@ dle timeout 20
@ Max directory recursion 20
O Follow directory symlinks O
© Follow regular file symlinks O
@ Disable cache O
@ 5can portable executable
© Scan executable and linking format
© Detect broken executables O
© scan OLE2 /]
@ OLE2 block macros (]
© Scan PDF files
© Scan SWF
@ Scan XMLDOCS
@ scan HWP3 m

2.4 Configuring Squid proxy:

To configure squid proxy and make it to read HTTP, HTTPS traffic of our browser, first we need to

create a self-signed certificate and integrate it with our browser and proxy.

2.5 Creating and integrating self-signed certificate:

e On firewall GUI, go to system -> trust -> authorities.
e Click on ‘+" icon to create a new certificate.
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Enter the following and click on save.
Edit Certificate
full help @
© Method Create an internal Certificate Authority
© Description ITsoleraCA
v Key
© Key type RSA-2048
© Digest Algorithm SHA256
O Issuer self-signed
© Lifetime (days) 825
v General
© Country Code Pakistan
© state or Province Federal
O city Islamabad
© Organization ITsolera Pt Ltd
© Organizational Unit Team IOTA
© Email Address nasirsharifgascori786@gmail.com
© Common Name OPNsense.localdomain
© OCSP uri
Cancel Save
Then it will appear in system -> trust -> authorities.
System: Trust: Authorities
Certificates
Q | search o 1. =
(J Description Issuer Name Usages Valid from Valid to Commands
[ ITsoleraCA self-signed JC=PK/ST=Federal/L=lslamab... 1 Aug27,20253:18 PM Nov 30, 2027 3:18 PM oa s o000
n Showing 1to 10f 1 entries [}
R

Click on download.

While downloading, select type ‘certificate’.

Now send this certificate to your test device.

Then open browser on test device.

Go to settings -> certificate manager -> trusted root certificates.
Click on import.

Select the file and click on next.
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&

Select File containing CA certificate(s) to import

Recent Qs

> 0

Home Name Location Size  Type Modified
Desktop B [TsoleraCA_crt.crt 16 kB X.509 Certificate 06:10

Documents
Downloads
Music
Pictures

Videos

=
[ ]
L
Ir]
.}
]
-]

" Downloads &

@ Cancel [& Open

Then it will appear in certificate manager -> trusted root certificates.

Certificate Manager

Your Certificates Authentication Decisions People Servers

You have certificates on file that identify these certificate authorities
Certificate Name Security Device
~ iTrusChina Co.Ltd.
vTrus ECC Root CA Builtin Object Token
vTrus Root CA Builtin Object Token

~ [Tsolera Pvt Ltd

OPNsense.localdomain Software Security Device:

~ [ZENPE S.A.

2.6 Configuring and integrating in Squid proxy:

e Go to services -> squid web proxy -> administration.
e Click on general proxy settings.

e Enable proxy. Then click on save.

ITSOLERA
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Services: Squid Web Proxy: Administration

ITSOLERA

e  Clickon
General Proxy Settings ~ Forward Proxy ~  Proxy Auto-Config ~ Remote Access Control Lists Support fo rWa rd
advanced mods proxy.
© Enable proxy
@ User error pages Squid . L4 SEIeCt
8 1cP port your required
© Enable access logging |nterfaces
© Access log target File . ° Enable
© Enable store logging
© Ignore hosts in access.log transparent
O ol Meopy Weae B HTTP proxy,
© Use alternate DNS-servers SSL
O cClearau (B Mrsste BT . H
@ Use Via header 0 |n5pect|0n.
© X-Forwarded-For header handling Default - ° Under
@ Visible Hostname ICA tO usel
© Administrator's Email SeleCt the
© suppress version string ] If :
-SIgn
© Connection Timeout s€ Sg ed
, , certificate
@ Whitespace handling of URI Default -
created
earlier.
o Clickonapply.
Services: Squid Web Proxy: Administration
General Proxy Settings ~ | Forward Proxy = | ProxyAuto-Config ~  Remote Access Control Lists  Support

advanced mode

© Proxy interfaces

© Proxy port

@ Enable Transparent HTTP proxy
@ Enable SSL inspection
@ Log SNI information only

@ SSL Proxy port
O catouse

@ SSL no bump sites

@ Number of squid workers
@ ssLcache size
© sSL cert workers

© Allow interface subnets

LAN, Loopback

© ClearAll @ SelectAl
3128

a
3129
ITsoleraCA

© Clearall (Mcopy MMPaste BText

Click on the arrow near forward proxy and select ICAP settings.

Enable ICAP and enter request modify URL and response modify URL as shown.
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Services: Squid Web Proxy: Administration

General Proxy Seftings ~ | Forward Proxy - | ProxyAuto-Config ~ Remote Access Control Lists Support

advanced mode

© Enable ICAP

© Request Modify URL icap://[:1]:1344/avscan
© Response Modify URL icap://[::1]:1344/avscan
© Default Options TTL 50

© sendClient IP

© send Usemame 0O
© Encode Username 0

© Username Header X-Username

© Enable Preview

O Preview Size 1004

© Exclusion List

o-:\e:n All L,.Z:\:_- rl Paste 3’&4.’.

® Click on apply.
To redirect traffic from test PC to the proxy, we have to make two NAT port forwarding rules,

Firewall: NAT: Port Forward Select category
Source Destination NAT
[} Interface Proto Address Ports Address Ports 13 Ports Description € o o
e ek : : abadd S : : Ainbaakais ol
(] LAN WAN TCcP 192.168.80.3/24 - - 80 (HTTP) 127.00.1 3128 20 el
(] LAN WAN TCP 192.168.80.3/24 - - 443 (HTTPS) 127.00.1 3129 2 =
EnaDied e W reqiect Tinwed rute
> Disabled rule 1 Disabled no redirect -+ Disabled linked rule
i= Alias (click to view/edit)

e Select protocol TCP

e Sourceaddress is the IP address of the test PC

e Destination address: any, ports 80and 443 (one foreachrule)

e RedirectlIPistheloopbackIP andredirect portsis 3128 for HTTP rule and 3129 for
HTTPSrule

3. Configuring Wazuh To Receive Logs:

Tointegrate the firewall with Wazuh to see the logs, there are two options to do so:
Option: 1) Remote logging:

e Gotofirewall Web GUI.
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' OPNsense” < root@OPNsense.internal @ | Q
D Lobby
— @ Lobby:Dashboard ¢
License &P
Password 4 System Information Memory Disk Interface Statistics Firewall ©
Logout ]
I Reporting — ‘11.]1;’3 \ y
= System OPNsense.internal
& Interfaces Versions P i W (et out anything from firew:
O Firewall OPNsense25.7.1 1-amd64 anti-ockout rule
FreeBSD 14.3-RELEASE-p1
S ven OpenSSL3.0.17 WAN_DHCP§ (active)
£ Services Updates undefined
v W Click to check for updates.
¥ Power B WAN_DHCP (active)
@ Help Uptime 192.168.1.1 .
04:59:40 Services ] Traffic Graph ]
Load average Traffic In
0.98,0.69,0.58 System Configuration Daemon
Announcements 50.00 Kb
Current date/time Cron - 40.00 Kb
Thu Aug 14 8:34:51 UTC
2025 Dnsmasq DNS/DHCP - 000KD
N 20.00Kb
Last configuration change "
Thu Aug 14 8:16:08 UTC ome people reported e 10,00 KD
SFE performance related
issues with our DEC4200 Network Time Daemon L]
series, which after
investigation turned out Secure Shell Daemon L] Traffic Out
to be a bios related issue.
cPU Packet Filter Lol
Anew bios has been 0.00KD \
VLB e FTAR 57 2EAAL AL N annnim
OPNsense (c) 2014-2025 Deciso BV.

e Thenonsystem ->settings ->logging -> remote, create a new destination to send remote logs and

enter the following:
Edit destination
full help ®

© Enabled

© Transport UDP(4) -

© Applications filter (filterlog), firewall (firewall) -
© clearall @ selectall

O Levels debug, info, notice, warn, error, critical, alert, eme ~
° Clear All ° Select All

O Facilities kernel messages, system daemons, locally used (0 ~
© clearall @ sel

© Hostname 192.168.1.12

Orort 514

O rfcs424

© Description

Syslog target for Wazuh manager

s (D

e Herehostnameis Wazuh manager IP that is (192.168.1.12) and portis 514 through which it

getslogs from firewall.
Now, we have to do some configuration on Wazuh manager.

e OpenWazuh dashboard.
e Gotoserver management->settings.

e Click on edit configuration.
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< Manager configuration

Edit ossec.conf of Manager
29 </logging>
30
31 <!-- Remote syslog for OPNsense -->
32+  <remote>
33 <connection>syslog</connection>
34 <port>514</port>
35 <protocol>udp</protocol>
36 <allowed-ips>192.168.80.2/24</allowed-ips>
37 <local_ip>192.168.1.12</local_ip>
38 </remote>
39
408~  <remote>
41 <connection>secure</connection>
42 <port>1514</port>
43 <protocol>tcp</protocol>
44 <queue_size>131072</queue_size>
45 </remote>
46

G Refresh [[) save ‘ G Restart Manager

e Saveitand restart Wazuh manager.

4. Testing:
Check if browser shows your certificate:

After you have integrated certificate on your browser and setup the proxy, verify if certificate is

Displayed on your browser.

e Open your browser on test machine.
e Search any website.

e Open it.

* On top left corner next to URL bar.

¢ Click on the lock icon and check certificate detail.

e |t should show this:

Subject Name

Commeon Name

Issuer Name

Country
State/Province
Locality
Organization
Organizational Unit
Email Address
Common Name

Validity

Not Before
Not After

Subject Alt Names

DNS Name
DNS Name
DNS Name

OPNsense.localdomain

ecir2025.eu

24

Federal
Islamabad
ITsolera Pvt Ltd
Team IOTA

nasirsharifqas mail.com

Thu, 31 Jul
Wed, 29 0
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4.1 Downloading test malware and checking logs on firewall:
To download test malware, there are many sources on like EICAR, IKarussecurityetc.
Source: 1

On the test machine, open browser and search EICAR. (Download any one of these for testing)

e IC O r ABOUT T M N Al + DOWNLOAD ANTI MALWARE TESTFILE Q
Please the manufacturer. AV scanner to seek such help.
.
using the secure, SSL enabled protocol HTTPS
En 3
L

e Click on download. (I downloaded EICAR.COM2-ZIP).

e When you try to download it, the firewall will block it if configurations are done properly.

MALWARE FOUND

You tried to upload/s
The HTTP

: avscan?allow204=on&mode=simple

e This will also generate logs on firewall.

e Open firewall GUI. Go to services -> C-ICAP -> log file.
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e Thefollowinglogis shown:

l . OPNsense’ < Nsense.internal @  Q
o
= ting Services: C-ICAP: Log File
= System
sh Interfaces
® " Q * Lastda -2 o
B veN [ LR
B Services 102508 3025 Critieal  cicap 17373 IRUS DETECTED: WinTest.EICAR_HDE-1, hitp client ip: 192 s bt >
cicap
® Critical c-icap 1T an max scannable file size 1 2880) e
Configuration
n max scann ize (5242880 Allow it...
— 3n max scannable file size t -
bortal a4 sfault engine: clamd >
& -
ay @ 03T192322  Crtial  cieap  17373/11103837929224, recomputi 5
R UH S E B - Cnitical cicap 29224, recomputing >
Intrusion Detection
e cicap NARNING: Can not check th »
15C D) @
2 >
1SC.DF @
Critical  cicap  main proc, WARNING: Can not chack the used c-icap release to build service virus_scan.so
Kea DHCP ] ! ’ - *
Monit P Critical  cicsp  main proc, Warning, alias is the same as service_name, not sdding >
MNetwork Time @ Critical ~ c-icap going to term all children 3
OpenDNS L] al  cicap Bl
Squid # Critieal  e-ieap . 3
Unbound DNS L]
v
® Help

Test viruses for download

For IKARUS anti.virus and IKARUS mobile.security

Test viruses allow you to test the functionality of your antivirus program and reaction to malware without any risk.

To download, please move the mouse pointer over the link, press the right mouse button and select “Save Link as
..." These are self-extracting archives, which have 1o be started and can be used after the download.

EICAR test virus Android-Ap|

The EICAR test virus is not a real virus. It is a DOS program created by the

p . TestVirus®

an Institute for Computer test your Android sec

urity solution, we also offer a “TestVirus" app on Google Play. T

EICAR-STAN

all Android vir

e When you try to download it, the firewall will block it if configurations are done properly.

MALWARE FOUND

fil
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e This will also generate logs on firewall.

e Open firewall GUI. Go to services -> C-ICAP -> log file.

OPNsense’ < root@OPNsense.internal @ | Q
3 Lobby
1 Reporting ervices: C-ICAP: Log File
= System
éh Interfaces
O Firewall Q | search Warning v lastday - 2 20~ i=- o
& ven Date Severity Process Line
(2 ez 2025.09-03T14:40:32  Critical  cicap  17373/11103937957896, VIRUS DETECTED: Win Test.EICAR_HDB-1, http clientip: 192.168.80.3, http user: -, hitp url: https://www.ikarussecurity.com/wp- >
Ccicap ® content/downloads/eicar_com.zip
Configuration 2025.00-03T14:30:25  Critical  cicap  17373/11103937953800, VIRUS DETECTED: Win Test.EICAR_HDB-1, http client ip: 192.168.80.3, http user: -, hitp url: https://secure.cicar.org/eicar_com.zip >
LogFile 2025-09-03T14:29:33 Critical c-icap 17373/11103937970184, Object size is 143093992 . Bigger than max scannable file size (5242880). Allow it.... >
Captivebingtal 4 2025-09-03T1429:30  Critical  c-icap  17373/11103937953800, Object size is 186184944 . Bigger than max scannable file size (5242880). Allow it.... N
ClamAv Q N . . . .
202509-03T14:29:23  Critical  cicap  17373/11103937957896, Setting antivirus default engine: clamd >
DHCRelay @
202509-03119:25:22  Gritical | c-icap  11395/1110393 (929224, recomputing IStag . E3
Dnsmasq DNS & DHCP »
— . 202509-03T19:23:22  Critical  cicap  17373/11103937929224, recomputing istag .. >
|SCDHCPVA ® 20250903T19:23:22  Critical  cicap  17431/11103937929224, recomputing istag ... N
ISCDHCPV6 ) 202509-03T19:23:21  Critical  cicap  main proc, WARNING: Can not check the used c-icap release to build service clamd_mod.so >
Kea DHCP (€] 2025.0903T19:23:21  Critical  cicap  main proc, >
i Py
Cleattt i 2025-09-03T19:23:21 Critical ~ c-icap  main proc, WARNING: Can not check the used c-icap release to build service virus_scan.so >
Network T . . . B
etworkime o 200509.03T19:2321  Critical  cicap  main proc, Warning, aliasis the same as service_name, not adding 5
OpenDNS »
2025.0903T19:23:19  Critical  cicap  main proc, Possibly a term signal received. Monitor process going to term all children >
Squid Web Proxy ¥
Unbound NS S 2025.09-03T19:22:31  Critical  cicap  main proc, Registry 'virus_scanzzengines' does not exist! S
Wazuh Agent >
o u 2 > Showing 1 to 20
¥ Power

4.2 Viewing logs on dashboard:

Open Wazuh dashboard.

Go to explore -> discover.

Apply filters as needed (by IP, or virus name).
Logs will appear on dashboard.

After all the above configurations, download the malware files again to generate logs.

= W. Endpoints OPNsense.internal a @
Threat Hunting  File Integrity Monitoring ~ More... (g) OPNsense.internal (003) R [& Inventory data ] Stats {3 Configuration
] Status IPaddress  Version Group Operating system Cluster node Registration date Last keep alive
003 @ active (0 192168110  Wazuhv4120  default BSD14.3 undefined Aug 12, 2025 @ 10:01:49.000 Aug 14, 2025 @ 01:52:01.000
Last 24 hours v
Events count evolution MITRE Compliance PoiDss v
A
)
ATT&CK ' @ 10.6.1(81)
1 d A
y
A /| I ® 10.26(23)
- | J | I\ .
2 | [ — [ Top Tactics ® 14(i4)
o ~—
f ~ | Credential Access 14 ® 11.5(5)
] - Defense Evasion 12 10.5.2 (2)
timestamp per 30 minutes Impact 5
Vulnersbility Detection
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ata.status VIRUS DETECTED
data.url
data.virusname Win.Test .EICAR_HDB-1
t decoder.name squid-proxy
t full_log <26>1 2025-87-25T05:88:39-85:080 OPNsense.localdomain c-icap 78643 - [meta sequenceld="283"] 78643/61327269781248, VIRUS DETECTED: Win.Test.EICAR_HDB-1
, http client ip: 172.23.4.161, http user: -, http url: https://secure.eicar.org/eicarcom2.zip
t id 1753438120.1164938
t 1input.type log
t location /var/log/cicap/latest.log
t manager.name kanz-VMware-Virtual-Platform

t rule description Virus Found and Blocked by Squid Proxy

|

ST

Jul 10, 2025 @ 15:10:49.293 - Jul 25, 2025 @ 15:10:49.233 per  Auto e

Count

2025-07-18 00:00

timestamp per 12 hours

£ 15°9%9:47 318 OPNsense_localdomain

OPNeense. localdomain

OPNsense. localdomain

OPNsense_ localdomain

Forwarding & Decoding OPNsense c-icap Logs into Wazuh

1. Log Source Identification

e The OPNsense firewall was configured with the c-icap service (integrated with ClamAV) for
malware scanning.

o All virus detection and blocking events were being logged locally on OPNsense.

2. Log Forwarding Configuration

e Used Syslog-ng / rsyslog on OPNsense to forward logs to the Wazuh Manager.

e Configured remote log forwarding (UDP/TCP, usually port 514) with proper formatting to
ensure c-icap messages were transmitted.

e Ensured logs included critical fields: timestamp, event type, client IP, URL, and detection

result.
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3. Wazuh Manager Integration

e On the Wazuh side, the manager was configured to listen for logs from OPNsense’s IP.
¢ Added the OPNsense node in the ossec.conf file under the <remote> section for proper

agentless log collection.

4. Decoding c-icap Log Format

a) Since raw c-icap logs have a specific format, a custom Wazuh decoder was created.
b) The decoder extracted important fields:

c) Virus Name / Signature (e.g., Win.Test.EICAR_HDB-1)

d) Client IP Address (192.168.80.3)

e) Requested URL (e.g., https://secure.eicar.org/eicarcom2.zip)

f) Event Type (VIRUS DETECTED)

5. Rule Creation for Alerts

a. Wazuh rules were implemented to match decoder output.
b. Rules categorized events as High Severity when a real trojan/malware was detected and
Low Severity when only the EICAR test file was detected.
c. Mapped detections to MITRE ATT&CK techniques such as:
i. T1566 (Delivery via Malicious Files)
ii. T1071 (C2 over HTTPS)

6. Visualization on Wazuh Dashboard

Once decoded, logs appeared in structured JSON format in Wazuh.
Dashboards were built to show:

Malware detections by signature

Malware detections by client IP

Timeline of attempted downloads

Severity levels (EICAR test vs. real malware)

i B oM o W o 2 )

7. Validation

a. Tested by downloading the EICAR test file and a sample trojan (ELF).
b. Confirmed events were blocked at OPNsense and forwarded correctly to Wazuh with

proper parsing and alerting.
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Malware Download and Incident Response Analysis Report

1. Overview

o Date of Incident: September 02, 2025

e Time Frame: 15:07:41 — 15:09:47

e System: OPNsense Firewall (c-icap with ClamAV)

¢ Host IP (Affected Client): 192.168.80.3

e Reported By: c-icap Antivirus Service

¢ Event Type: Virus Detection and Mitigation (Malware Download Attempt)
o Affected Systems: Local network client device with IP 192.168.80.3

2. Incident Summary

On September 02, 2025, two malicious files were downloaded using separate links. Both attempts
were intercepted and blocked by the c-icap antivirus service on the OPNsense firewall.

e The first detection corresponded to Win.Test.EICAR_HDB-1, a harmless test file used
globally to validate antivirus functionality.

e The second detection was Win.Test.EICAR_HDB-1, an actual malware sample targeting
Unix-based systems.

The malicious attempts originated from a client device (192.168.80.3) attempting to download files
via HTTPS.

¢ While the EICAR test file is benign, the Unix Trojan represents a genuine security risk,
capable of enabling remote access, persistence, or data exfiltration if executed.

Key Observation:

The firewall correctly identified and blocked the files before they entered the protected network,
demonstrating effective Deep Packet Inspection (DPI) and inline antivirus scanning.

3. Indicators of Compromise (10Cs)
Malware Signatures Detected:

e Win.Test.EICAR_HDB-1 - Harmless test file (used for AV validation).
e Win.Test.EICAR_HDB-2-> Malicious Malware capable of remote access or data theft.

Malware Download URLs:

e https://secure.eicar.org/eicarcom2.zip
e https://www.ikarussecurity.com/en/download-test-viruses-for-free/

Host Involved (Client IP):


https://www.ikarussecurity.com/en/download-test-viruses-for-free/
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e 192.168.80.3 = internal device initiating the download requests.
Firewall Log Excerpts:

e 2025-09-02 T15:07:41 - Critical — Virus Detected: Win.Test.EICAR_HDB-1
e C(ClientIP: 192.168.80.3
e URL: https://secure.eicar.org/eicarcom2.zip
e 2025-09-02 T15:09:47 - Critical — Virus Detected: Win.Test.EICAR_HDB-2
e (lient IP: 192.168.80.3
e URL: https://www.ikarussecurity.com/en/download-test-viruses-for-free/

4. Indicators of Attack (IOAs)

Tactic 1: Delivery

¢ Technique: Malicious File Download
o Details: Host 192.168.80.3 attempted to download known-malicious files (test + real
malware).

Tactic 2: Defense Evasion

e Technique: Use of Benign-Looking or Test Malware
o Details: Use of EICAR file and Palo Alto ELF sample suggests attempts to bypass AV or to
simulate adversarial behavior in a controlled environment.

Tactic 3: Command and Control (C2) Preparation

¢ Technique: Remote File Retrieval from External Servers
o Details: The files were hosted on legitimate domains but carried malicious signatures,
mimicking real-world adversaries retrieving malware from C2 infrastructure.

5. Analysis

e Detection: OPNsense firewall (c-icap + ClamAV) intercepted and blocked both downloads
before they reached the client system.
e Threat Severity:
o EICAR file = no threat (validation test).
o Unix Trojan = medium-to-high threat (capable of execution on Unix/Linux hosts).
e Possible Scenarios:

1. The device (192.168.80.3) was used by a security analyst conducting malware
testing.

2. An automated script/tool attempted the downloads for reconnaissance.

3. A user unknowingly accessed malware links.

Result:
No evidence of malware execution or compromise. Firewall protection was effective.


https://www.ikarussecurity.com/en/download-test-viruses-for-free/
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Incident Response Plan

1. Immediate Containment

e Isolated host 192.168.80.3 from the internal LAN until verified safe.
¢ Blocked domains:

e secure.eicar.org

e https://www.ikarussecurity.com

2. Investigation

e Conducted forensic review of the affected host.
o Verified system logs, browser cache, and memory for signs of execution.
e Confirmed whether downloads were for internal testing or unauthorized activity.

3. Eradication and Recovery

e No active malware found on the host.

e System cleaned and restored to a known-good state.

o Rotated network credentials as a precaution.

e Re-applied endpoint hardening policies (application whitelisting, restricted privileges).

4. Post-Incident Review

e Confirmed first detection was intentional EICAR test.
e Second detection was a live malware sample, requiring tighter controls.
e Updated firewall policies to:
e Block all malware test repositories unless pre-approved.
e Generate alerts to SOC team on any attempt to access such domains.

5. Conclusion

The OPNsense firewall with c-icap antivirus scanning successfully prevented malware downloads.
While one file was harmless (EICAR), the Unix Trojan could have posed a significant risk if executed.

Key Takeaways:

o Perimeter defenses are functioning effectively.

¢ Malware testing within production networks must follow strict isolation and approval
processes.

¢ Integration with SIEM (e.g., Wazuh) enhances real-time detection, correlation, and
response.
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6. Lessons Learned

o Firewall-based malware scanning effectively neutralized threats.

o Malware testing policies must be formalized and restricted to sandboxed environments.
o SIEM integration accelerates detection and reduces investigation time.

o Blocking known malware repositories prevents accidental exposure.

7. Reference to Standards

This report and response plan were developed following cybersecurity incident handling best
practices:

1. NIST SP 800-61 Revision 2 — Computer Security Incident Handling Guide (NIST, 2012).
e Framework: Preparation - Detection - Analysis - Containment - Eradication -
Recovery - Lessons Learned.
2. ISO/IEC 27035 — Information Security Incident Management (ISO, 2016).
e Emphasizes structured responses to incidents and continual improvement.
3. SANS Incident Handler’s Handbook (2018)
e Provides operational guidelines for SOC teams on containment, eradication, and
reporting.



